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Asset Discovery
Know who and what is connected 
to your environment at all times

Vulnerability Assessment
Know where the vulnerabilities are 
on your assets to avoid compromise

Behavioral Monitoring
Identify suspicious behavior and 
potentially compromised systems 

Intrusion Detection
Know when suspicious activities 
happen in your environment

SIEM & Log Management
Correlate and analyze security event data 
from across your network and respond

Security & Compliance Reporting
Pre-built, customizable reports for regulation
standards and compliance frameworks

Endpoint Detection & Response
Continuously monitor your endpoints in 
the cloud and on premises to detect 
threats and changes to critical files.

A Unified Security Platform for Threat 
Detection, Incident Response & Compliance

What is MSS?



• SEDC MSS (powered by AlienVault)
•3 pilots in Q4 2016
• Serving 36 utilities today

• SEDC EDR (powered by Carbon Black)
• Serving 15 utilities today

• SEDC MFA (powered by Duo)
• Serving 15 utilities today

History of SEDC MSS



Millions of Events Daily (36 Clients)



1000+ Alarms Daily (36 Clients)



DNS Reply Sinkhole (TP or FP)

• True Positive Alarm 

• Malware on Android 
phone on corporate
WiFi contacting DNS 
sinkhole in Portugal

https://blog.trendmicro.com/trendlabs-security-intelligence/anubis-android-malware-returns-with-over-17000-samples/#gallery-6

https://blog.trendmicro.com/trendlabs-security-intelligence/anubis-android-malware-returns-with-over-17000-samples/#gallery-6


DNS Reply Sinkhole (TP or FP)

• False Positive Alarm but still sketchy and requires research

• Firewall is making reverse DNS lookups to determine domain 
name of IP from Russia who was port scanning utility

• Domain registered by Dom Tehniki Ltd. from Russia



False Positive Alarm



False Positive Alarm





SEDC MSS: Threat Intel Feeds



SEDC SOC - Atlanta, GA



Why SEDC MSS?

• SEDC MSS is Cost Effective
• Under SEDC umbrella, utility gains Security Operations 

Center (SOC) experts at a fraction of the cost

• 24x7 monitoring 
• of your network so you don’t have to…

• PCI-DSS
• Satisfy 37+ of the most challenging PCI-DSS requirements 

while improving the security of your network



SEDC MSS Demo



Sign up with SEDC MSS!

Please contact 
techsales@sedata.com or 
cri@sedata.com

mailto:techsales@sedata.com
mailto:cri@sedata.com

